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Without  question,  the  United  States  has  become  increasingly  re¬ 
liant  on  space.  Both  economically  and  militarily,  our  depen¬ 
dence  on  space  assets  is  undeniable.  Orbiting  satellites  pro¬ 
vide  myriad  services  that  we  have  become  dependent  on,  such  as 
precise  position,  navigation,  and  timing  (PNT);  communications; 
weather  data;  missile  warning;  and  intelligence,  surveillance,  and  recon¬ 
naissance  (ISR).  These  functions  have  served  not  only  as  the  lifeblood 
of  the  global  economy  over  the  last  decade  but  also  as  key  enablers  in 
conducting  the  global  war  on  terror.  As  the  strategic  focus  shifts  to  the 
Pacific  region,  our  reliance  on  space  assets  will  become  even  more  im¬ 
portant,  and  preserving  US  space  capabilities  will  prove  critical  to  en¬ 
suring  America's  military  dominance  in  any  future  conflict.1 
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After  the  Cold  War,  space  became  a  sanctuary  for  the  United  States, 
which  enjoyed  almost  complete  freedom  to  operate  within  its  vast 
realm.  That  situation  is  certainly  changing,  however,  as  many  new 
players  enter  the  space  arena  and  as  China  begins  to  emerge  as  a  near 
peer  in  space.  With  China  integrating  its  military  and  civilian  space  en¬ 
deavors  and  Russia  investing  in  a  revival  of  its  space  capabilities,  both 
countries  present  challenges  for  the  United  States  that  we  must  ad¬ 
dress.2  Although  Iran  and  North  Korea  have  less  mature  space  pro¬ 
grams,  their  continued  intercontinental  ballistic  missile  (ICBM)  devel¬ 
opment  efforts  and  attempts  to  launch  satellites  indicate  a  desire  to 
establish  a  larger  presence  in  space.3  In  addition  to  developing  space- 
based  communications  platforms,  PNT,  and  ISR  systems,  Russia,  North 
Korea,  and  Iran  are  working  to  acquire  systems  that  would  effectively 
deny  the  US  military's  use  of  space  by  jamming  Global  Positioning  Sys¬ 
tem  (GPS)  satellites  and  other  key  communications  links.4  Imagine  a 
conflict  in  today's  high-tech  warfare  environment  without  the  ability  to 
drop  GPS-guided  munitions,  offer  persistent  ISR  coverage  via  remotely 
piloted  vehicles  over  the  battlefield,  or  detect  the  launch  of  a  Scud  mis¬ 
sile.  How  would  a  conflict  change  if  weather  information  over  the  bat¬ 
tlefield  were  not  available  or  if  we  had  neither  strategic  communica¬ 
tions  nor  missile  warning  during  a  hostile  ICBM  launch?  It  is  vital  that 
we  preserve  space-based  capabilities  critical  to  the  projection  of  both 
airpower  and  sea-based  power  in  the  contested  and  congested  space 
environment  projected  by  the  latest  national  threat  assessment.5 

If  we  wish  to  maintain  our  superiority  in  space,  we  must  first  have  a 
clear  picture  of  the  environment  around  our  space  assets  and  be  able 
to  detect  any  change  or  potential  threat— in  other  words,  we  need 
space  situational  awareness  (SSA).  Historically,  our  efforts  to  protect 
US  space-based  capabilities  have  relied  upon  SSA  focused  on  space- 
flight  safety,  a  mission  that  entails  the  creation  and  maintenance  of  a 
catalog  of  orbiting  satellites,  spent  rocket  bodies,  and  other  debris  used 
to  predict  and  avoid  potential  collisions  in  space.  This  critical  mission 
reduces  the  risk  to  our  satellite  launches  and  protects  orbiting  space 
assets  (both  manned  and  unmanned),  all  in  an  attempt  to  avoid  a  con- 
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junction  between  orbiting  objects.  In  addition  to  destroying  the  hit  sat¬ 
ellite  (resulting  in  loss  of  mission  and  the  significant  investment  to  de¬ 
ploy  it),  a  collision  in  space— which  can  occur  at  speeds  up  to  17,000 
miles  per  hour— has  the  potential  to  produce  a  large  debris  field  and 
render  an  orbit  regime  unusable.  Even  though  spaceflight  safety  is  vi¬ 
tally  important,  an  SSA  concept  of  operations  focused  solely  on  colli¬ 
sion  avoidance  does  not  do  enough  to  combat  the  increasingly  conten¬ 
tious  environment,  which  includes  antisatellite  (ASAT)  weapons, 
communications  jammers,  and  sensor  dazzlers.6  The  sobering  bottom 
line  is  that  the  SSA  concept  of  operations  we  have  relied  upon  for  de¬ 
cades  can  no  longer  sufficiently  protect  our  crown  jewels  in  space.7 

This  article  stresses  the  necessity  of  maintaining  robust  SSA,  arguing 
that,  to  do  so,  we  must  pivot  from  the  traditional  SSA  that  emphasizes 
catalog  maintenance  to  a  more  tactical,  predictive,  and  intelligence- 
driven  SSA  directed  by  an  integrated  Battle  Management  Command, 
Control,  and  Communications  (BMC3)  infrastructure.  We  must  build  a 
new  space  superiority  enterprise  around  SSA  sensors  that  utilize  com¬ 
mon  data  models  to  support  rapid  tasking,  processing,  exploitation, 
and  dissemination  across  multiple  classification  levels.  It  must  incor¬ 
porate  tactical  intelligence  to  ensure  timely  characterization  and  iden¬ 
tification  of  threats  and  include  a  robust  set  of  executable  space-control 
BMC3  courses  of  action  that,  given  enough  warning,  we  could  utilize  to 
mitigate  a  threat. 


Space  Race  Revisited 

1950s-1970s:  The  Dawn  of  Space 

From  the  earliest  days  of  armed  conflict,  military  forces  have  endeav¬ 
ored  to  occupy  the  high  ground  of  the  battlefield,  whether  a  bill,  a 
mountain,  the  air,  or  space.  Possessing  the  high  ground  has  always 
given  a  military  force  the  advantage  over  its  adversary,  regardless  of 
the  technologies  or  strategies  of  the  time.  With  the  advent  of  the  air- 
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plane  at  the  beginning  of  the  twentieth  century,  air  became  the  new 
high  ground  and  air  superiority  the  rallying  cry. 

Since  the  mid-to-late  1950s,  technology  has  advanced  to  the  point 
where  space  has  become  the  ultimate  high  ground.  As  the  Cold  War 
ramped  up,  the  American  and  Soviet  militaries— building  upon  tech¬ 
nologies  originally  developed  to  deliver  ICBM-carried  nuclear  weap¬ 
onry-launched  both  communications  and  spy  satellites  at  the  same 
time  they  built  stovepiped  command  and  control  (C2)  systems.8  Space 
was  an  enabler  at  this  point;  weather  satellites,  communications  re¬ 
lays,  and  the  earliest  spy  satellites  did  not  gain  further  significant  util¬ 
ity  until  the  Vietnam  War. 

1970s-1990:  Buildup  of  Contested  Space 

During  the  height  of  the  Cold  War,  both  the  United  States  and  USSR  de¬ 
veloped  and  tested  several  ASAT  weapons  in  an  effort  to  gain  the  abil¬ 
ity  to  hold  adversary  space  assets  at  risk— to  control  space.  The  Soviet 
Union  worked  on  a  co-orbital  satellite  destroyer  or  "Istrebitel  Sput- 
nikov”  throughout  much  of  the  cold  war.9  One  of  the  most  well  known 
ASAT  tests  involved  the  direct-ascent  ASAT  destruction  of  an  experi¬ 
mental  satellite  nearing  the  end  of  its  operational  life  (the  Solwind 
P78-1)  by  a  US  Air  Force  ASM-135  missile  launched  from  a  specially 
modified  F-15  on  13  September  1985.  The  fighter  launched  the  ASAT 
missile  from  a  location  200  miles  west  of  Vandenberg  AFB,  California, 
to  its  target  345  miles  above  in  low  Earth  orbit.  The  30-pound  minia¬ 
ture  homing  vehicle  successfully  destroyed  the  2,000-pound  satellite, 
producing  minimal  debris,  thanks  to  its  relatively  small  size  and  low 
orbit.  The  remaining  pieces  of  the  satellite  then  burned  up  as  they  re¬ 
entered  the  atmosphere.  This  would  be  the  last  ASAT  test  conducted 
for  another  two  decades.10 
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1990s-2007:  America's  Growing  Dependence  on  Space 

Our  experience  in  Desert  Storm  was  a  watershed  for  space  power. . . .  Space 
is  now  so  integral  to  joint  and  combined  military  operations  that  were  we 
to  remove  space  assets  from  our  military  arsenal . . .  we  would  be  relegated 
to  employing  warfighting  tactics  much  like  those  of  World  War  II. 

— Gen  Charles  A.  Horner,  USAF,  Retired 

The  United  States  conducted  a  massive  integration  of  space  into  the 
American  way  of  war  during  the  decade  between  the  1991  Gulf  War 
and  the  wars  in  Afghanistan  and  Iraq  of  2001  and  2003,  respectively. 
During  Operation  Desert  Storm,  which  some  have  called  the  first 
“space  war,”  the  breadth  and  scale  of  the  utilization  of  space  had  in¬ 
creased  significantly  since  the  Vietnam  War,  both  militarily  and  com¬ 
mercially.11  The  Blue  Space  Order  of  Battle  (assets  used  in  the  execu¬ 
tion  of  the  operation  plan)  included  51  military  and  12  commercial 
satellites.12  Every  space  mission  played  a  part  in  Desert  Storm  (which, 
by  all  accounts,  involved  the  greatest  deployment  of  satellite  ground 
stations  and  pieces  of  user  equipment  in  history),  with  each  providing 
a  significant  edge  to  the  war  fighter  on  the  ground.  Even  so,  we  had 
not  yet  fully  integrated  space  into  our  concept  of  operations— we  did 
not  yet  have  GPS-guided  precision  munitions,  robust  satellite  commu¬ 
nication  devices,  and  tactical  ISR  at  the  forward  edge  of  the  bat- 
tlespace.  Yet,  our  forces  understood  the  edge  that  space  systems  could 
provide.  A  good  example  is  the  emergency  procurement  of  early  com¬ 
mercial  GPS  receivers,  which  were  “duct-taped”  into  helicopters  to  aid 
in  navigation.  Just  a  decade  later  in  Operations  Enduring  Freedom  and 
Iraqi  Freedom,  we  used  B-52s  for  close  air  support  missions  called  in 
via  satellite  communications  by  special  operations  troops  on  horse¬ 
back  using  laser  range  finders  integrated  with  the  ubiquitous  GPS  re¬ 
ceivers  to  direct  munitions  to  a  precise  “danger  close”  point.13 
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The  Importance  of  Space  Control 

Adm  Alfred  Thayer  Mahan,  one  of  America's  foremost  naval  strate¬ 
gists,  viewed  Earth's  oceans  as  a  medium  for  force  projection  and  com¬ 
merce,  which,  when  controlled  by  the  appropriate  strategies,  policies, 
and  doctrine,  could  provide  a  nation  an  advantage  in  economic  and 
military  terms.14  In  a  similar  vein,  our  nation's  growing  use  of  and  de¬ 
pendence  on  space  necessitated  the  development  of  effective  policies 
and  doctrine,  as  well  as  the  tools  and  resources  to  ensure  our  effective 
and  proper  use  of  space.  Taking  it  a  step  further,  Admiral  Mahan  advo¬ 
cated  the  principle  of  “sea  control''  for  the  unfettered  use  of  the  oceans 
for  a  nation’s  purposes,  an  idea  that  directly  translates  to  the  concept  of 
“space  control.”  To  gain  superiority  in  space,  the  space  control  mission 
needed  to  address  not  only  the  surveillance  of  space  but  also  the  pro¬ 
tection  of  US  and  friendly  space  systems  used  for  battle  management, 
communications,  and  intelligence,  and  the  prevention  of  an  adver¬ 
sary's  ability  to  use  space  systems  and  services  for  purposes  hostile  to 
US  national  security  interests.  In  1979  the  Space  Defense  Operations 
Center  (SPADOC,  later  the  Space  Control  Center)  was  established  at 
Cheyenne  Mountain,  Colorado,  to  command  and  control  the  space  sur¬ 
veillance  network,  followed  by  the  establishment  of  Air  Force  Space 
Command  in  1982  and  the  unified  US  Space  Command  in  1985.  For 
the  first  time,  space  was  viewed  as  a  theater  of  operations,  and  many 
of  the  space  control  systems  we  are  dependent  on  today  had  their  gen¬ 
esis  during  those  years.15 

Soon  after  the  first  “space  war”  and  with  the  demise  of  the  Soviet 
Union,  Russia  bowed  out  of  the  space  race,  and  the  United  States  effec¬ 
tively  ceased  major  upgrades  to  its  space  control  enterprise.  The  SPA¬ 
DOC  at  Cheyenne  Mountain  received  only  a  few  minor  upgrades  in 
the  years  after  Desert  Storm.  The  SPADOC  computer  system,  which 
still  operates,  will  remain  in  its  current  state  until  a  modernized  re¬ 
placement— the  Joint  Space  Operations  Center  (JSpOC)  Mission  Sys¬ 
tem  (JMS)— comes  online  in  2016. 
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In  the  years  after  Desert  Storm,  America's  reliance  on  space-based 
platforms  became  an  ingrained  part  of  our  military  through  the  use  of 
precision-guided  munitions  as  well  as  ship  and  aircraft  navigation.  We 
repurposed  satellites  originally  designed  for  more  basic  objectives  as 
global  communications  relays  for  commanding  remotely  piloted  vehi¬ 
cles  or  platforms  that  relayed  ISR  data  to  the  war  fighter  in  the  air,  on 
the  ground,  and  at  sea.  This  dependence  also  permeated  our  civil  cul¬ 
ture,  with  space  applications  becoming  part  of  the  shipping,  banking, 
agriculture,  and  entertainment  industries.  The  loss  of  GPS  alone  would 
have  an  impact  of  more  than  $96  billion  per  year.16  The  satellite  indus¬ 
try  flourished  as  the  world  found  new  ways  to  use  space  systems— 
both  on  the  military  front  and  in  the  commercial  sector.  Faced  with 
few  challenges  to  our  superiority  in  space,  we  rested  on  our  laurels 
and  enjoyed  the  unimpeded  benefits  of  a  burgeoning  space  industry. 

2007-Present:  Space  Control  at  a  Crossroads 

On  11  January  2007,  China  changed  the  status  quo  in  space  warfare  by 
bring  an  SC-19  direct-ascent  ASAT  missile  at  its  own  weather  satel¬ 
lite— the  Fengyun-lC.17  The  kinetic-kill  vehicle,  a  modified  version  of 
China's  DF-21  medium-range  ballistic  missile,  and  launcher  system  en¬ 
gaged  the  satellite  at  a  closing  velocity  of  approximately  17,000  miles 
per  hour  at  an  altitude  of  537  miles— 200  miles  higher  than  the  US 
ASAT  test  in  1985.  Unlike  the  results  of  the  1985  US  test,  destruction  of 
the  refrigerator-sized  Fengyun-lC  created  a  sizable  debris  held— the 
largest  in  history.  With  that  one  test,  the  space  catalog  grew  by  over 
15,000  debris  particles  trackable  by  the  space  surveillance  network 
(SSN)  and  the  JSpOC  and  hundreds  of  thousands  of  debris  particles  too 
small  to  be  tracked  by  the  SSN  but  still  large  enough  to  be  a  safety  con¬ 
cern  for  human  space  activites  in  low  Earth  orbit.18  Figure  1  illustrates 
the  extent  of  the  debris  held  created  by  destruction  of  the  Fengyun-lC. 
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Figure  1.  Representation  of  debris  from  the  Fengyun-IC  Chinese  weather  satellite. 

(From  National  Aeronautics  and  Space  Administration,  "United  Nations  Adopts 
Space  Debris  Mitigation  Guidelines,"  Orbital  Debris  Quarterly  News,  April  2007,  2, 
http://orbitaldebris.jsc.nasa.gov/newsletter/pdfs/ODQNv11i2.pdf.) 

The  satellite  collision  between  the  American  Iridium  33  and  the  Rus¬ 
sian  Kosmos  2251  communications  satellites  over  Siberia  in  2009  was 
the  first  publicly  confirmed  hypervelocity  accident  between  two  intact 
artificial  satellites  in  Earth  orbit.19  NASA  estimated  that  the  satellite 
collision  created  1,000  pieces  of  debris,  each  larger  than  10  centime¬ 
ters  (cm)  (four  inches).  The  debris  held  continued  to  grow,  and  by  July 
2011  the  SSN  had  cataloged  over  2,000  large  fragments  of  debris.  NASA 
determined  that  the  held  presented  only  a  low  risk  to  the  International 
Space  Station,  which  was  orbiting  approximately  430  kilometers 
(270  miles)  below  the  collision  course,  and  to  the  next  shuttle  launch 
(STS-119),  planned  for  late  February  2009.  However,  to  this  day,  NASA 
assesses  the  potential  for  a  collision  with  this  debris  held  prior  to  ev¬ 
ery  space  launch.  As  recently  as  22  January  2013,  a  piece  of  the 
Fengyun-IC  from  the  2007  ASAT  test  is  believed  to  have  hit  a  Russian 
experimental  Ball  Lens  in  the  Space  (BLITS)  satellite,  knocking  it  out 
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of  its  useful  orbit.20  In  light  of  America's  unquestioned  dependence  on 
its  space  assets,  it  is  absolutely  critical  to  the  nation  that  we  gain  and 
maintain  SSA— to  detect,  track,  and  identify  orbiting  assets  as  well  as 
any  other  threat  to  our  systems  and  to  perform  conjunction  assess¬ 
ments  within  a  time  frame  and  with  sufficient  certainty  to  take  action 
to  avoid  any  threat,  whether  accidental  or  intentional. 


Space  Superiority  Enterprise 

Current  SSA  Concept  of  Operations:  Routine  Catalog  Maintenance 

At  present,  the  SSA  mission  focuses  on  the  ability  to  view,  understand, 
and  predict  the  physical  location  of  natural  and  man-made  objects  in 
orbit  around  Earth  with  the  objective  of  avoiding  collisions.  The  Secure 
World  Foundation  reports  450  operational  satellites  and  more  than 
10,000  pieces  of  trackable  debris  at  low  Earth  orbit,  55  operational  sat¬ 
ellites  and  over  500  pieces  of  trackable  debris  at  medium  Earth  orbit, 
and  400  operational  satellites  and  in  excess  of  1,000  pieces  of  trackable 
debris  at  geostationary  orbit.  The  JSpOC  has  the  best  orbital  tracking 
network  in  the  world  with  a  catalog  of  more  than  21,000  resident  space 
objects  greater  than  10  cm  in  size.21  However,  we  must  also  contend 
with  at  least  500,000  bits  of  debris  of  1-10  cm  and  another  several  hun¬ 
dred  million  bits  smaller  than  1  cm.  Moving  at  orbital  velocities  of 
thousands  of  miles  per  hour,  any  of  these  objects  could  pose  a  threat 
as  more  manned  and  unmanned  spacecraft  are  launched  and  exposed 
to  a  debris  field  growing  at  an  alarming  rate.  This  problem  affects  the 
United  States  and  all  other  spacefaring  entities— both  government  and 
commercial. 

We  track  the  location  of  satellites  and  space  debris  with  a  collection 
of  radars  and  telescopes  (fig.  2),  many  of  which  are  quite  old  and  were 
not  built  with  SSA  as  a  primary  mission.  Ground  radars  such  as  Globus 
II,  Millstone/Haystack,  ALTAIR/TRADEX,  the  Ballistic  Missile  Early 
Warning  System,  the  Perimeter  Acquisition  Vehicle  Entry  Phased  Ar- 


September-October  2013 


Air  &  Space  Power  Journal  |  58 


Space  Focus 


V  Feature 


Baird 


The  Importance  of  Maintaining  Space  Situational  Awareness  and  Taking  It  to  the  Next  Level 


ray  Warning  System,  and  the  Perimeter  Acquisition  Radar  Attack  Char¬ 
acterization  System  all  have  a  pedigree  in  missile  warning  from  the 
days  when  the  SPADOC  was  located  within  Cheyenne  Mountain.  Origi¬ 
nally,  the  US  Army  built  and  operated  the  ALTAIR  radar  between  1968 
and  1970  at  the  Reagan  Test  Site  on  Kwajalein  Atoll  to  simulate  Soviet 
radar  capabilities.22  Over  time,  it  became  apparent  that  radars  could  be 
repurposed  or  dual-purposed  for  the  SSA  mission.  Much  of  our  current 
SSA  network  is  built  upon  cooperative  agreements  between  govern¬ 
ment  entities  in  order  to  fully  leverage  systems  that  support  multiple 
missions.  Several  efforts  are  in  progress  to  expand  this  cooperation  to 
global  partners,  including  friendly  nations  and  commercial  entities,  as 
a  means  of  increasing  our  efficiency  in  monitoring  the  global  space  en¬ 
vironment.  One  such  example,  the  new  S-Band  Space  Fence,  is  sched¬ 
uled  to  come  online  in  2017  and  will  assume  a  critical  role  within  the 
SSA  network.23 
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Altair-Alcor-Kwajalein 


PAVE  PAWS  2 
Beale 


PAVE  PAWS  1 
Cape  Cod 


BMEWII  PARCS  LSSC  SBSS 

Clear  Cavalier  Millstone-Haystack 


BMEWS  Globus  II  Cobra  Dane 
Thule/Fylingdales  Vardo  Shemya 
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BMEWS  -  Ballistic  Missile  Early  Warning  System 

GEODSS  -  Ground-Based  Electro-Optical  Deep  Space  Surveillance 

LSSC  -  Lincoln  Space  Surveillance  Complex 

MSSS  -  Maui  Space  Surveillance  System 

PARCS  -  Perimeter  Acquisition  Radar  Attack  Characterization  System 

PAVE  PAWS  -  Perimeter  Acquisition  Vehicle  Entry  Phased  Array  Warning  System 

RTS  -  Remote  Tracking  Station 

SBSS  -  Space  Based  Space  Surveillance 

SST  -  Space  Surveillance  Telescope 

Figure  2.  Space  surveillance  network  (2012)  and  notional  additions 
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In  addition  to  ground  radars,  optical  systems  are  essential  contribu¬ 
tors  to  the  SSA  mission.  The  Ground-Based  Electro-Optical  Deep  Space 
Surveillance  (GEODSS)  system,  which  has  operational  sites  in  New 
Mexico,  Hawaii,  and  Diego  Garcia,  can  track  objects  as  small  as  a  bas¬ 
ketball  more  than  20,000  miles  away  in  space.  The  GEODSS  plays  a  vi¬ 
tal  role  in  tracking  space  objects,  particularly  those  in  deep  space. 

Over  1,200  objects  are  in  deep  space  in  medium  Earth  orbit,  geosta¬ 
tionary  orbit  (GEO),  and  highly  elliptical  orbits.  At  GEO  are  the  vitally 
important  strategic  and  wideband  communications  and  missile  warn¬ 
ing  satellites.  The  Space  Surveillance  Telescope— an  advanced  ground- 
based  optical  instrument— can  search  an  area  in  space  the  size  of  the 
United  States  in  seconds  and  can  scan  the  geostationary  orbit  belt  mul¬ 
tiple  times  per  night.  It  has  a  field  of  view  three  times  better  than  that 
of  the  most  capable  GEODSS,  and  each  night  the  telescope  captures 
more  than  1  terabyte  (1  billion  bytes)  of  data.  Given  this  large  amount, 
it  is  important  that  we  have  adequate  capabilities  on  the  ground  to  pro¬ 
cess  and  use  the  information.  In  the  very  near  future,  as  new  radars 
and  optical  sensors  come  online,  the  JMS  will  be  the  glue  that  binds 
the  new  and  legacy  capabilities,  allowing  us  to  best  utilize  the  data 
they  provide. 

Ground-based  radar  and  optical  systems  are  the  workhorses  of  the 
SSN  for  characterizing  objects  in  space,  but  they  are  limited  by 
weather,  solar  blind  spots,  and  their  geographical  location  on  Earth.  In 
order  to  augment  these  limitations  and  exploit  the  ultimate  high 
ground  of  space,  the  United  States  launched  the  Space  Based  Space 
Surveillance  System  in  2010.  The  most  capable  of  the  SSN  sensors,  this 
system  provides  high  capacity  and  agility,  collecting  day  or  night 
above  the  weather  and  improving  revisit  rates  of  objects. 

Ground  optical,  ground  radar,  and  space  optical  systems  provide  a 
critical  contribution  to  achieving  SSA,  but  each  has  inherent  limita¬ 
tions.  Thus,  the  United  States  must  have  all  three  components  in  order 
to  gain  and  maintain  robust  SSA.  Given  our  dependence  on  space,  it  is 
imperative  that  we  effectively  resource  and  utilize  our  SSA  sensor  net- 
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work  to  provide  the  knowledge  we  need  to  enable  the  safe  operation  of 
our  on-orbit  fleet. 

Future  SSA:  Rapid  Characterization  of  Emerging  Threats 

Because  of  emerging  threats,  the  SSA  mission  must  move  beyond  rou¬ 
tine  catalog  maintenance  towards  a  predictive,  time-critical  BMC3  en¬ 
vironment.  The  Defense  Intelligence  Agency's  national  threat  assess¬ 
ments  to  the  Senate  Armed  Services  Committee  in  2012  and  2013  both 
cited  China's  growing,  increasingly  capable  military  space  efforts.24  In 
its  2013  Annual  Report  to  Congress,  which  detailed  China's  military  de¬ 
velopments,  the  Office  of  the  Secretary  of  Defense  highlighted  that 
country's  “multi-dimensional  program  to  improve  its  capabilities  to 
limit  or  prevent  the  use  of  space-based  assets  by  adversaries  during 
times  of  crisis  or  conflict.''25 

From  the  counterspace  perspective,  Russia  and  China  continue  to 
develop  systems  and  technologies  that  can  interfere  with  or  disable 
vital  US  space-based  navigation,  communications,  and  intelligence- 
collection  satellites.  North  Korea  has  mounted  Soviet-made  jamming 
devices  on  vehicles  near  the  North-South  demarcation  line  that  can 
disturb  GPS  signals  within  a  radius  of  50-100  kilometers.  Reportedly,  it 
is  also  developing  an  indigenous  GPS  jammer  with  an  extended  range 
of  more  than  100  kilometers.  Other  state  and  nonstate  actors  rely  on 
denial  and  deception  techniques  to  defeat  space-based  imagery  collec¬ 
tion,  conduct  electronic  warfare  or  signal  jamming,  and  possibly  attack 
ground  sites  for  space  assets.26  It  is  critical  that  the  United  States  en¬ 
sure  the  capability  to  rapidly  understand  when  and  where  its  space 
systems  are  compromised. 


Today's  Command  and  Control: 

Modernizing  the  Space  Defense  Operations  Center 

The  JMS  program,  the  cornerstone  of  the  space  superiority  enter¬ 
prise,  will  replace  the  1980s-era  SPADOC  system  as  the  C2  system  that 
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focuses  on  planning  and  executing  US  Strategic  Command's  joint  func¬ 
tional  component  command  for  the  space  mission.  Unlike  other  AOC 
systems,  the  JSpOC  has  specialized  C2,  SSA,  and  ISR  capabilities  in 
support  of  space  control  that  make  inroads  into  many  mission  areas. 

The  JSpOC  can  be  thought  of  as  a  combination  air  traffic  control  cen¬ 
ter  and  AOC  but  with  a  span  of  control  extending  22,236  miles  out¬ 
wards  into  space.  For  the  sake  of  comparison,  an  air  traffic  controller  in 
a  tower  is  responsible  for  aircraft  flying  within  a  200  nautical  mile 
range  of  the  tower  and  up  to  10,000  feet  in  altitude— an  effective  vol¬ 
ume  of  315,000  cubic  miles.  Between  Earth  and  the  Geostationary  Belt, 
the  effective  volume  of  control  is  46  trillion  cubic  miles— about  150  mil¬ 
lion  times  as  much  volume  to  control!  To  exacerbate  the  problem,  space 
offers  unique  physics  limitations,  such  as  a  sun-induced  blind  spot  that 
can  render  sensitive  optics  useless  for  multiple  hours  per  day  and  vast 
distances  across  which  electromagnetic  waves  must  travel.  Such  factors 
make  it  difficult  to  obtain  radar  returns  from  which  we  can  glean  accu¬ 
rate  range  measurements  and  identification  of  space  objects.  To  under¬ 
take  the  complex  and  computationally  intensive  job  of  integrating  data 
from  our  sensor  platforms  and  fusing  a  useful  SSA  picture,  the  current 
JSpOC  operator  relies  on  disparate— in  most  cases,  antiquated— tech¬ 
nology  platforms  such  as  the  SPADOC  computer  system;  Astrodynam- 
ics  Support  Workstation;  and  Command,  Analysis,  and  Verification  of 
Ephemerides  Network  (CAVENet).27  Given  the  growth  in  the  number  of 
spaceborne  objects  posing  a  threat  to  the  space  systems  upon  which  we 
so  heavily  rely,  conducting  our  SSA  mission  with  these  legacy  systems 
is  not  an  acceptable  way  to  move  forward. 

The  JMS  will  replace  the  legacy  SPADOC  and  ASW  processes  and  ca¬ 
pabilities  with  a  modernized,  scalable,  extensible,  and  sustainable  plat¬ 
form  upon  which  to  build  the  SSA  mission  set  that  the  United  States  re¬ 
quires  for  the  twenty-first  century.  To  meet  the  legacy-replacement 
goal,  the  JMS  program  is  developing  a  government  service-oriented  ar¬ 
chitecture  (SOA)  infrastructure  that  supports  the  integration  of  mis¬ 
sion  applications  while  acquiring  mature,  commercially  developed 
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government  mission  applications.  Building  the  JMS  on  a  robust,  disci¬ 
plined  SOA  platform  is  essential  to  making  sure  that  the  JSpOC  can 
evolve  over  time  with  new  functionalities  replacing  outdated  services 
and  revised  software  applications  integrating  new  operator-defined  tac¬ 
tics,  techniques,  and  procedures.  Future  capabilities  required  by  the 
JSpOC  after  2015  will  call  for  the  development  of  new  applications  and 
procedures  as  well  as  the  exploitation  of  new  SSA  data  sources.  Fur¬ 
ther,  we  can  assume  that  operators  will  find  innovative  ways  of  using 
the  system's  capabilities  not  imagined  when  the  system  was  de¬ 
signed— they  always  do.  JMS  must  enable  the  JSpOC  to  exploit  this 
learning. 

This  is  one  of  the  key  objectives  for  the  JMS— better,  faster,  and  ex¬ 
tensible  data  integration  with  a  wider  variety  of  data  sources.  In  con¬ 
trast  to  the  SPADOC  system,  we  expect  the  JMS  to  accept  and  integrate 
not  only  traditional  SSN  tracking  data,  including  information  from  US 
missile-warning  radars,  but  also  nontraditional  formatted  observations 
and  ephemerides  from  a  variety  of  sources,  positional  data  derived 
from  satellite  telemetry,  and  tracking  data  from  foreign  sensors.  In 
many  cases,  the  data  will  be  delivered  net-centrically,  based  on  work 
with  the  Net-Centric  Sensors  and  Data  Sources  effort,  intended  to  ex¬ 
pose  such  sources.28 


Pivoting  to  Space  Battle  Management 
Command,  Control,  and  Communications 

The  Iridium/Kosmos  collision  in  2009  and  the  BLITS  conjunction  of 
2013  remind  us  that  poor  SSA  is  not  an  option.  Moreover,  in  light  of  the 
rising  number  of  spacefaring  nations  (e.g.,  China,  North  Korea,  and  In¬ 
dia),  clearly  space  is  becoming  more  crowded.  Because  some  nations 
have  both  stated  and  demonstrated  their  intent  to  attack  our  depen¬ 
dence  on  space,  we  must  be  able  to  protect  our  assets.29  If  America  in¬ 
tends  to  maintain  its  status  as  the  most  capable  space  nation,  then— in 
the  face  of  growing  threats— we  must  evolve  our  SSA  paradigm  to  do 
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more  than  just  routine  catalog  maintenance  and  monitoring  of  poten¬ 
tial  conjunctions.  Like  its  AOC  counterpart,  the  space  community 
needs  to  develop  a  BMC3  capability  that  includes  AOC-like  analysis, 
data  fusion,  and  identification  of  threats. 

The  routine  (peacetime)  timelines  associated  with  developing  our 
catalog-maintenance-focused  SSA  are  not  sufficient  to  respond  to  or 
even  anticipate  a  would-be  adversary's  attack  in  time.  Before  the  joint 
functional  component  command  for  space  could  start  formulating 
courses  of  action  in  response  to  an  on-orbit  event— such  as  a  satellite 
conjunction,  debris  breakup,  or  a  potential  ASAT— decision  makers  at 
the  satellite  operations  centers  and  at  the  JSpOC  would  need  to  de¬ 
velop  a  timely  operational  picture  of  the  situation  in  space.  The  latter 
would  include  all  ground  assets  that  can  affect  objects  in  space,  on  suf¬ 
ficient  timelines  within  which  to  perform  observe-orient-decide-act 
analysis  and  reach  "act”  decisions  from  the  appropriate  levels  in  the 
chain  of  command— no  easy  task. 

Elements  within  Air  Force  Space  Command  have  begun  to  examine 
this  issue  through  "kill-chain”  analysis— an  in-depth  examination  of 
technological  needs,  materiel  solutions,  procedural  changes,  1SR  re¬ 
quirements,  and  concepts  of  operations  necessary  for  a  decision  maker 
to  execute  a  course  of  action  that  has  been  planned  for,  exercised,  and 
refined  by  space  operators.  The  kill-chain  analysis  calls  for  elements  of 
traditional  C2;  however,  now  that  space  is  no  longer  a  sanctuary  and 
response  timelines  are  being  compressed  more  than  they  have  been  in 
the  history  of  space  control,  our  C2  must  become  even  more  tightly  in¬ 
tegrated  with  communications  nodes  outside  the  JSpOC— at  the  Na¬ 
tional  Air  and  Space  Intelligence  Center,  National  Security  Agency, 
National  Reconnaissance  Operations  Center,  or  any  organization  with 
the  requisite  space  control,  ISR,  or  space  warfare  expertise.  This  mod¬ 
ern  C2— or  C3  when  merged  with  communications— is  essential  for  ef¬ 
fective  crisis  management.  The  convolution  of  battle  management  and 
C3— BMC3— is  what  the  space  superiority  enterprise  needs  in  this  era 
of  contested,  congested,  and  competitive  space  control.  Space  BMC3 
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goes  beyond  a  routine,  steady-state  picture,  creating  a  tactical  monitor¬ 
ing  posture  for  high-interest  items  that  can  affect  space  assets.  With 
timely  indications-and-warning  systems,  the  enterprise  can  tailor  its 
prepared  responses  to  tactical  events  without  sacrificing  its  global  com¬ 
mitments  to  catalog  maintenance  (fig.  3). 


Steady-State  Events 
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Figure  3.  Transitioning  the  operations  tempo  of  space  situational  awareness 

This  new  space  posture  demands  much  more  than  upgrades  to  leg¬ 
acy  hardware  and  software.  To  enhance  current  operations,  the  Space 
Superiority  Systems  Directorate  has  teamed  with  the  JSpOC,  US  Strate¬ 
gic  Command,  and  other  combatant  commands  in  designing  and  exer¬ 
cising  new  and  evolved  tactical  scenarios.  We  use  collaborative  “scrim¬ 
mages”  to  extract  and  exercise  exactly  how  and  which  parts  of 
currently  operational  and  prototype  systems  will  support  a  particular 
crisis  scenario.  The  exercises  make  use  of  test-bed  and  prototype  ana¬ 
lyst  tools,  reducing  overall  execution  risk  by  buying  down  technical 
risk,  smoothing  out  integration  schedule  risks,  providing  exercise- 
quality  feedback  on  potential  real-world  performance  for  prioritization 
purposes,  and  opening  up  tactical-response  problems  for  an  expanded 
community  of  research-and-development  problem  solvers. 

Despite  these  great  strides  in  evolving  the  space  superiority  mission 
to  enhance  its  flexibility  to  change,  we  must  take  care  to  ensure  that 
currently  static  tasking  processes  become  flexible  and  adaptive  to  rap¬ 
idly  evolving  threats.  These  processes  need  to  account  for  the  integra- 
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tion  of  nontraditional  sensors  into  the  JSpOC  SOA  and  the  operator's 
workspace.  Data  will  be  delivered  to  the  JSpOC  in  various  formats  and 
classification  levels.  The  JSpOC  SOA  platform  will  interpret  and  fuse 
the  data,  feeding  them  to  space  operators  and  intelligence  analysts 
through  a  user-defined  operating  picture  at  the  speed  of  need— not 
with  the  hours  or  even  days  of  delay  with  which  we  currently  operate. 
As  the  volume  of  data  available  to  the  space  operator  grows,  it  be¬ 
comes  more  important  to  rapidly  collect,  process,  and  exploit  the  infor¬ 
mation,  using  methods  not  yet  refined.  This  capability  exists  today, 
but  we  need  to  automate  it  for  execution  without  intervention  by  the 
developer  or  a  cadre  of  engineers.  The  data  will  be  compatible  with 
various  systems  through  agreed-upon  exchange  formats  and  have  out¬ 
puts  that  can  be  readily  shared  among  military  and  civilian  operators. 
Intelligence  operators  will  have  to  exploit  data  on  the  fly  through  tacti¬ 
cal  timelines  and  rapidly  disseminate  raw  intelligence  through  net- 
centric  means  to  operators  around  the  world  who  can  interpret  infor¬ 
mation  through  their  user-defined  operating  picture. 

In  this  new  space  posture,  the  roles  of  some  of  our  existing  capabili¬ 
ties  will  require  adjustment.  Intelligence  assets  already  play  a  critical 
role  in  characterizing  assets  in  space  and  focusing  indications  and 
warning  resources.  Although  they  already  lay  the  groundwork  for 
planning  courses  of  action  in  space,  they  are  moving  into  a  new  role  of 
tactical  corroboration  and  attribution  of  space  events.  Take  the  air 
world  example  of  foundational  intelligence  sources  discovering  infor¬ 
mation  about  a  potential  adversary's  new  developmental  aircraft.  The 
intelligence  community  would  then  use  its  resources  and  expertise  to 
determine  the  capabilities  and  exquisite  features  of  the  new  threat. 
This  foundational  intelligence  collection  is  critical  and  long  term,  but 
after  the  aircraft  is  produced  and  enters  operations,  a  different  type  of 
intelligence  is  necessary— one  that  concentrates  on  rapid  and  fleeting 
collection  of  very  sparse  data  as  an  adversary  actively  tries  to  avoid  de¬ 
tection.  The  ultimate  goal  of  collectors  at  this  point  is  not  high-fidelity 
pictures  but  quick  fingerprinting  (e.g.,  which  of  the  threats  does  this 
match?).  We  can  do  this,  but  we  must  emphasize  timeliness.  A  pleth- 
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ora  of  information  systems  already  makes  intelligence  assets  available 
We  need  to  integrate  these  systems  seamlessly  into  a  series  of  tactics, 
techniques,  and  procedures  that  offer  decision-quality  information  on 
requisite  timeliness. 


Future  Architecture 

To  maintain  space  superiority,  we  must  tightly  couple  BMC3,  SSA, 
and  tactical  intelligence  in  an  architecture  that  enables  decision  mak¬ 
ers  to  select  courses  of  action  in  hours  rather  than  days.  Today's  BMC3, 
SSA,  and  space-control  architectures  are  loosely  coupled,  but  future  ar¬ 
chitectures  must  have  tighter  integration.  A  number  of  materiel  solu¬ 
tions  could  be  integrated  into  a  space  superiority  architecture.  Seques¬ 
tration  hinders  our  ability  to  upgrade  current  capabilities  and  match 
those  of  would-be  adversaries;  consequently,  we  must  be  creative  in 
designing  a  space  superiority  architecture  for  2020  and  beyond. 

Like  C2  systems  in  the  air  world,  space  superiority  BMC3  systems 
should  evolve  by  leveraging  ISR  data  within  federated  SOAs  and  data- 
mining  systems.  Advances  in  modern  computing  make  it  possible  to 
sort  through  terabytes  of  information  from  many  different  sources  and 
process  these  data  into  actionable  information  for  decision  makers. 
These  data  must  fit  within  a  common  data  model  for  exchange  among 
a  variety  of  computing  systems.  Delivery  of  the  initial  SOA  in  the  first 
increment  of  JMS,  as  well  as  subsequent  improvements  in  future  in¬ 
crements,  will  facilitate  cross-domain  developments  that  will  allow  the 
JSpOC  to  connect  with  AOCs  around  the  world  and  share  BMC3  data  at 
the  speed  of  need. 

Air  Force  and  intelligence  community  agencies  have  been  moving 
ISR  data-fusion  centers  away  from  stovepiped  systems  (e.g.,  the  distrib¬ 
uted  common  ground/ surface  system  [DCGS]  and  Global  Command 
and  Control  System  [GCCS])  to  federated  SOAs  such  as  today's  DCGS 
SOA  and  the  GCCS  replacement— Joint  Command  and  Control.  Mov¬ 
ing  to  interconnected,  federated  SOAs  allows  only  a  limited  opportu- 
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nity  to  try  out  new  data-fusion  techniques  between  SOAs.  To  address 
this,  the  Space  Superiority  Systems  Directorate  and  the  Air  Force  Re¬ 
search  Laboratory  are  collaborating  in  building  the  Action-Centered 
Rapid  Collaborative  Application  Development  Environment  (ARCADE) 
as  the  key  risk-reduction  tool  for  future  JSpOC  needs.  ARCADE  will 
run  the  most  current  JSpOC  software  edition,  which  will  mimic  the 
operational  SOA  at  multiple  levels  of  security  and  enable  commercial 
developers,  other  government  entities,  universities,  and  so  forth,  to 
test  and  develop  applications  (using  the  common  data  model  and  soft¬ 
ware  development  tool  kit)  that  we  could  use  in  future  JMS  software 
releases.  This  collaborative  development  environment  will  reduce  risk 
by  allowing  new  technologies  to  mature  before  being  inserted  into  the 
software  integration  process  and  hence  into  the  operational  SOA,  while 
still  allowing  testing  in  an  operationally  relevant  environment.  JSpOC 
operators  will  gain  insight  into  the  ARCADE,  and  their  feedback  on 
candidate  upgrades  will  be  a  key  input  to  the  Requirements  and  Plan¬ 
ning  Council— the  requirements-setting  body  within  the  JMS  enter¬ 
prise.  Through  the  ARCADE  and  council  process,  future  JSpOC  opera¬ 
tors  and  acquisition  leaders  in  the  Space  Superiority  Systems 
Directorate  can  move  BMC3  towards  a  more  seamless  integration  of 
space  and  air  ISR,  giving  decision  makers  the  complete,  robust,  and 
timely  SSA  needed  in  a  contested,  congested,  and  competitive  space 
environment. 


Conclusion 

To  maintain  space  superiority  in  the  face  of  a  changing  environ¬ 
ment,  the  United  States  must  find  a  way  to  extend  the  capabilities  of 
current  C2,  SSA,  and  ISR  systems  while  investing  in  new,  more  capa¬ 
ble,  but  resilient  systems  to  control  an  increasingly  congested  environ¬ 
ment.  More  than  1,000  satellites  and  hundreds  of  thousands  of  pieces 
of  debris  orbit  Earth  within  an  area  of  46  trillion  cubic  miles  (fig.  4). 
With  other  nations  constantly  challenging  America's  status  as  the 
leader  of  the  pack  in  space  superiority,  maintaining  a  robust  suite  of 
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ground-  and  space-based  sensors  from  which  to  gather  data  to  build 
our  SSA  picture  is  a  paramount  imperative. 


Figure  4.  Computer  model  (not  to  scale)  of  man-made  debris  in  low  Earth  orbit. 

(From  "LEO  Images,"  NASA  Orbital  Debris  Program  Office,  2  October  2012,  http:// 
orbitaldebris.jsc.nasa.gov/photogallery/beehives.html#leo.) 

Better  protection  of  our  national  interests  in  space  demands  that  we 
pivot  away  from  the  current  metric-track  catalog  maintenance  /  foren¬ 
sic  analysis  focus  towards  a  seamless  integration  of  SSA,  BMC3,  and 
air/ space  ISR.  The  key  difference  is  that  C2  implies  a  mind-set  based 
on  a  stable,  uncontested  space  environment  with  hours  or  even  days 
of  response  time  while  BMC3  requires  a  mind-set  of  enabling  near- 
real-time  decision  making  in  the  face  of  rapidly  changing  events  that 
affect  national  security  and  America's  trillion-dollar  space  investment. 
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Thanks  to  more  capable  sensors  and  C3  systems,  the  space  battle- 
management  center  of  the  future  will  be  better  at  processing  future 
events,  more  easily  upgraded,  and  able  to  seamlessly  integrate  expo¬ 
nential  growth  in  ground,  air,  and  space  ISR.  Safeguarding  US  national 
security  satellites  depends  upon  continued  support  from  the  entire 
space  community  as  we  work  together  to  operate  and  counter  at¬ 
tempts  by  China,  Russia,  Iran,  and  North  Korea  to  disrupt,  deter,  and 
deny  our  safe  and  continued  access  to  space— in  peacetime  and  during 
conflict.30  O 
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